Secure Connection

Is the public key

Server Authenticity Check

THE BIRTH (OR DEATH) OF AN SSH CONNECTION

SSH CLIENT

< ssh jde@archidep.ch )

!

Negotiate with the server
which cipher will be used

!

Perform signed Diffie-
Hellman key exchange

sent by the

server the same as in the

. ~/.ssh/known_hosts file?

< Close the connection ><
A

no

MITM warning

yes

AN

yes

e

Warn the user that host authenticity
cannot be established & ask whether
to continue (yes/no)

no

no

Did the user
answer yes?

yes

v

Store the public key for
archidep.chinthe

~/ .ssh/known_hosts file

Send a random message
to the server encrypted
with the server’s public key

no

Client Public Key Authentication

no

. Is there a private and public key pair

(e.g. ~/.ssh/1d_ed25519 and
~/ .ssh/1d_ed25519.pub)?

-

Prompt the user to enter
the password to decrypt
the private key

no

Server is an impostor

. Does the server support
public key authentication?

yes

.

Send the public key to the

server

v

Receive an encrypted
message from the server

<+—yes

correct?

: Is the password :

: Is the private key (e.g.
: ~/.ssh/id_ed25519)§
« password-protected? :

no

'

Vt

. Decrypt the message with

no

Client Password Authentication

Is another

authentication

method
supported?

. password aut

no

yes

oy

Prompt the user to enter
the password for user jde
on the server

yes —»

the private key and send it
back to the server

Does the server support :

hentication? :

l

Send the plaintext
password to the server for
user jde on the server

v

{ Connection successful >

Is there a previously known public
key for archidep.chinthe :

~/ .ssh/known_hosts file?

SSH SERVER

<when user jde connects>

!

Negotiate with the client
which cipher will be used

!

Perform signed Diffie-
Hellman key exchange

Send the server’s public

key to the client

/etc/ssh/ssh_host_ed25519_key.pub
/etc/ssh/ssh_host_rsa_key.pub ..

< Start/end state >

Step

Automated activity

Manual input

yes

v

Receive an encrypted
message from the client

Decrypt the message with the
server’s private key and send it
back to the client

L

/etc/ssh/sshd_config

Send the list of supported
authentication methods to

’ Private key

SSH connection flow

+ Client/server communication <+

no—»

; Public key

Insecure ne twork
Bob

< o] PH 0 >

7 Y T —X 7

1a. Diffie-Hellman key exchange ~
1b. Exchange parameters digitally signed h

/

2a. Data encrypted with symmetric key (from DH exchange)

2b. Data authenticity and integrity protected by MACs
3. Symmetric key is ephemeral and disappears
after the channel is closed (forward secrecy)

/etc/ssh/ssh_host_ed25519_key
/etc/ssh/ssh_host_rsa_key ..

the client

............................................

. Is the public key sent by the
: client in the /home/jde/.ssh/ .

authorized_keys file?

.......................................
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no:

Client is an impostor

yes

'

Send a random message
to the client encrypted with
the client’s public key

Did the client send the correctly
\ decrypted message back?

>< Close the connection >

A

Client is an impostor

no

yes...

yes.-....
Client is genuine
Does the password match :
. the hash stored in /etc/ :
shadow for user jde?
v

< Connection successful ><

Client is genuine

Client is an impostor



