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THE BIRTH (OR DEATH) OF AN SSH CONNECTION

Is another 
authentication 

method 
supported? no

yes

More boxes and 
arrows that will 
not fit on this fat 

diagram…

All that stuff 
happens here…

OpenSSH public keys are generally found there:
/etc/ssh/ssh_host_ed25519_key.pub
/etc/ssh/ssh_host_rsa_key.pub …

OpenSSH private keys are generally found there:
/etc/ssh/ssh_host_ed25519_key
/etc/ssh/ssh_host_rsa_key …

With OpenSSH this is configured there:
/etc/ssh/sshd_config

Private key Public key

“I’m staying 
here.”

“I’m staying 
here.”

The client will 
authenticate either 

with a public key 
or a password (or 

other methods) 
depending on 

what is supported 
and allowed by 

both the client and 
the server.
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